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WHOIS Registrant Misrepresentation Study – Draft Definition

This study will examine the extent to which domain names registered by legal persons and/or for commercial purposes are misrepresented in WHOIS data, and the correlation between such misrepresentation and use of Privacy and Proxy registration services.

	This document is a vehicle for gathering inputs on proposed study purpose, methodology, inputs, dependencies, outputs, and limitations. Reviewers, please refer to boxes like this one for discussion questions where your feedback and further inputs are requested.


1. Objective

This study is intended to help policy makers determine whether misrepresentation of WHOIS Registrant Name and/or Organization is frequent enough to warrant mitigation. Specifically, these studies will attempt to approve/disprove the following hypothesis:

A significant percentage of domain names registered using Privacy or Proxy services are associated with WHOIS data that misrepresents a legal person as a natural person and/or hides the domain’s commercial purpose.

As defined by [1], a natural person is a real, living individual, as opposed to a legal person which may be a company, business, partnership, non-profit entity, or trade association. Commercial purpose refers to the bona fide use or intent to use a domain name (or any content, software, materials, graphics or other information thereon), to legally exchange (or facilitate the exchange of) goods, services, or property of any kind in the ordinary course of trade or business.

Furthermore, as defined by [1] and [3], Proxy and Privacy registration services can provide legitimate anonymity and privacy protection for domain name users. Privacy services offer Registrants an opportunity to register domain names while concealing personal identifying information by providing alternate WHOIS contact information. Proxy services protect users’ privacy by having a third-party register domain names so that the third-party’s contact information (and not the user’s) appears in WHOIS data.
Privacy or Proxy registration services could make it easier for legal persons to obscure the true ownership and intended purpose of a domain. This study will therefore attempt to correlate Privacy/Proxy usage to WHOIS data that inaccurately implies the Registrant is a natural person and/or acting without commercial purpose.

If a strong correlation is found, Privacy/Proxy registration policy changes may be warranted to deter misrepresentation, improving WHOIS data accuracy and potentially reducing harmful or illegal activities sourced from misrepresented domains.

	· Will the studies defined here prove/disprove the stated hypothesis?

· Note: Correlation between use of Privacy/Proxy services and harmful/illegal activities is the subject of a separate study that will build upon this one.


2. Approach

The above hypothesis can be tested by using a descriptive study to analyze the relationship between misrepresented WHOIS Registrant Names and Organizations and the use of Privacy or Proxy services.

As proposed by [5][6][7], researchers will compile survey a representative sample of Registrants in the top five gTLDs to classify them by apparent type and commercial purpose and identify incidents of possible misrepresentation. Those incidents will then be further analyzed to determine frequency of actual misrepresentation, correlation to Privacy/Proxy registration, and distribution by country/region.

A representative sample of Registrants may be obtained by randomly selecting “n” domain names from the top five gTLDs (.org, .net, .com, .info, .biz), where the “n” is calculated for each TLD to generate results with a 95% confidence interval. To enable analysis of global and region-specific misuse, sample design must also consider the Registrant's country/region to ensure that a representative set of countries are covered.

To reduce cost and duplication, this study should start with the "microcosm" sample that has already been cleaned and coded by the NORC WHOIS Accuracy Study [2] and subsequently vetted by the ICANN Privacy/Proxy Study [3]. The Accuracy Study generated an initial random sample of 2400 domains, distributed across the top five gTLDs. Based on WHOIS Registrant data, each domain was coded by Postal Address and Apparent Registrant Type (e.g., natural person, registered business, Privacy/Proxy service). All domains that appeared to be registered via Privacy/Proxy service were passed to ICANN for confirmation. The result is a sample of 2400 domains, each associated with a Country Name/Code and Apparent Registrant Type.

Reusing this cleaned and coded "microcosm" sample will not only save time and money, but will promote consistency across WHOIS studies. If a Misrepresentation Study should ever require additional samples (e.g., to study larger/different populations), new samples could be generated using the Accuracy Study's sample design process. However, unlike the Accuracy Study, the Misrepresentation Study does not involve contacting Registrants. As such, there is no need to limit the Misrepresentation Study to the geographically-clustered set of 1400 Registrants contacted in the final phase of the Accuracy Study.

Starting with this representative domain sample, researchers will attempt to identify domains associated with the following kinds of WHOIS misrepresentation:

Ownership: Did a legal person try to hide its use of the domain by supplying a natural person as Registrant Name (and no Registrant Organization), either directly or through a Privacy service that associates the domain to a natural person? For this study, this kind of misrepresentation is defined to occur whenever a domain registered to a natural person is used by a legal person (i.e., company, business, partnership, non-profit entity, or trade association) to host a website or send email.

Purpose: Did a domain user attempt to hide the purpose of the domain by supplying a Registrant Name and/or Organization that implies non-commercial use, either directly or by using a Privacy/Proxy service to obscure commercial purpose? For this study, this kind of misrepresentation is defined to occur whenever a domain registered to a non-commercial Name/Organization is used to host a commercial website or send commercial email (i.e., solicit the exchange of goods, services, or property).

These different kinds of misrepresentation can overlap. For example:

a) A domain with Registrant Name=John Doe that resolves to a website describing the services offered by ABC Corp involves both kinds of misrepresentation.

b) A domain with Registrant Organization=Charity XYZ that resolves to a website selling products sold by ABC Corp misrepresents Purpose only.

c) A domain with Registrant Name=John Doe that resolves to a website about Charity XYZ without soliciting contributions misrepresents Ownership only.

The most flagrant incidents will likely involve both kinds of misrepresentation – that is, a legal person using a natural person’s name as method of hiding the domain’s commercial purpose. However, the Registrant’s intent to mislead may not be easily discernable. In the above example, John Doe may own ABC Corp, may have authored a website for ABC Corp, or may have no knowledge whatsoever of ABC Corp.

To deal with this ambiguity, researchers should rate possible incidents, using both objective and subjective analysis, based on data acquired from multiple sources (e.g., websites, spam/phishing domain lists, NORC-identified WHOIS contact inaccuracies).  This analysis and rating process is not fully-specified here but must be defined prior to study start with sufficient rigor to enable repetition with consistent results.


	· Are the above “misrepresentation” definitions sufficiently clear and unambiguous?
Do we need to more fully define the misrepresentation analysis process at this stage?


· Given that the NORC Accuracy Study sample has the desired size and scope, is there any reason NOT to reuse this "microcosm" sample as a starting point? How long can that sample be used before it would be considered "stale" ?


· Note: For consistency and practicality, ccTLDs are no longer included in this study's scope. Similar studies could always be applied to ccTLDs in the future.


3. Inputs

Step 2 of the NORC Accuracy Study [2] attempts to classify each sampled domain’s Apparent Registrant Type as follows:

1. Registrant Name and Organization are completely missing

2. Registrant Name and Organization look to be patently false (e.g., “99999”)

3. Registrant Name appears to be a natural person; no organization is named

4. Registrant Organization appears to be a registered business; no person is named

5. Registrant Organization appears to be a registered business; person is also named

6. Registrant Organization present but not clearly a business; person is also named

7. Registrant Organization present but not clearly a business; no person named

8. Registrant Organization appears to be a Privacy/Proxy registration service

Domains initially placed in classes 1 and 2 are out of scope for this Misrepresentation Study because they provide insufficient WHOIS data to permit further analysis.

Domains initially placed into classes 4 and 5 (registered businesses) are within the scope of this Misrepresentation Study but do not require further analysis because there is no attempt to misrepresent the WHOIS Registrant’s type or commercial purpose.

Domains initially placed in class 3 (natural persons) and classes 6 and 7 (other non-business organizations) are within the scope of this Misrepresentation Study but require further analysis to determine whether the Registrant Name or Organization misrepresents the domain's true ownership or purpose.

Domains initially placed in class 8 (Privacy/Proxy service) will be further analyzed and possibly reclassified by ICANN's Privacy/Proxy Study [3]. This Misrepresentation Study should start with the sample after that final classification. For domains registered via Privacy service, analysis should be based on the actual user's Name/Organization, as supplied by the Privacy service provider. For domains registered via Proxy service, the actual user's Name/Organization is not usually available. While this Study cannot assess ownership misrepresentation for such domains, it can still examine domain purpose to correlate Proxy registration with commercial/non-commercial use.

Note that NORC's Accuracy Study differentiates between domains with no Registrant Organization (classified as natural persons), domains with Registrant Organizations that appear to identify legal entities such as corporations (classified as registered businesses) and all other domains with Registrant Organizations (classified as "other organizations"). For this Misrepresentation Study, domains associated with those "other organizations" should be scrutinized, since supplying a fictitious or ambiguous Registrant Organization is one way to obscure the domain’s true owner or commercial purpose.

To achieve Misrepresentation Study goals without duplicating Accuracy/Privacy/Proxy Study classification efforts, the Misrepresentation Study should start with the following input data for each member of the representative sample:

· Domain name

· Registrant Name

· Registrant Organization

· Complete WHOIS data for the domain, as recorded by Study [2]

· Apparent Registrant Country Code/Name, as coded by Study [2]

· Initial Apparent Registrant Type, as classified by Study [2]

· Final Apparent Registrant Type, as confirmed by Study [3]
· Other relevant information recorded by those studies, including:

· Any major inaccuracies in Registrant contact data found by [2]

· Whether (and why) the domain was reclassified by [2] or [3]

· Actual Name/Organization for domains registered via Privacy service [3]

Researchers will use this input data to investigate, quantify, and categorize WHOIS Registrant misrepresentation, generating the output described in the Section 4.

	· Are the NORC Accuracy Study classes correctly summarized here?


· Should classes 1/2 (invalid contacts) also be counted as WHOIS misrepresentation?

· When determining WHOIS misrepresentation, should classes 6/7 (other orgs) be counted as natural or legal persons or neither? Should presence of a Registrant Name (in addition to Organization) affect this determination?


· Should registered businesses that turn out to be Internet service providers (e.g., web hosting companies) or domain resellers be treated as Proxies or a different class?


4. Outputs

This study will produce empirical results that characterize the frequency, nature, and geographic distribution of WHOIS Registrant misrepresentation. Study outputs should be designed to help policy makers determine whether Proxy/Privacy registration services play a significant role in fostering misrepresentation, globally or by country/region.

The following raw data will be produced by this study:

· Set of domains (filtered by TLD, country, type) that constitute the sample

· Subsets if domains where Misrepresentation was suspected and investigated:

· Suspected Domains found to Misrepresent Ownership to some degree

· Suspected Domains found to Misrepresent Purpose to some degree

· Suspected Domains where Misrepresentation was ruled out

· Suspected Domains where Misrepresentation could not be determined

To determine which WHOIS Registrants are in fact misrepresented, domains registered to natural persons or other non-business organizations (whether directly or via Privacy or Proxy service) shall be investigated to determine whether the owner is really a legal person and/or the domain is being used for commercial purpose.

As proposed by [5], researchers may determine whether domains are being used for commercial purposes by resolving each domain name, attempting to reach associated public web server(s), and categorizing the content found there as follows:

· The site offers commercial transactions (i.e., purchases), benefiting either a for-profit entity or a non-profit charitable entity. In both cases, the presence of commercial transactions is a clear indication of commercial purpose. Most on-line storefronts and auction websites fall into this category.

· The site offers no commercial transactions but promotes for-profit goods or services provided by a legal person. Most registered business websites fall into this category. However, most personal or "other organization" websites do not have the "look and feel" of a registered business website.

· The site offers no commercial transactions, does not promote for-profit goods or services, but generates substantial revenue by advertising other sites where transactions are made or goods or services are promoted. Most ad-supported on-line publications and search engines fall into this category. Some personal or "other organization" websites contain small banner ads, but for purposes of this study, that alone is not enough to constitute commercial purpose.

· The site offers no content whatsoever (e.g., a service provider's domain parking page, a custom "under construction" page, or a domain that does not resolve to a website). For such domains, a website cannot be used to determine purpose.

For this study, sites that do not fall into one of the above categories are considered non-commercial. Researchers may need to refine these initial categories and criteria prior to study start. Although site classification is likely to remain to some extent subjective, researchers should document criteria and examples to enable consistent repetition during this study as well as other/future WHOIS studies.

Researchers may also attempt to associate site content with a legal person other than the one(s) identified by WHOIS Registrant Name and Organization. For example, a domain registered to John Doe (no Organization) may initially be classified as a natural person. However, upon browsing that website, researchers may find content clearly belonging to a business operated by John Doe or a friend/colleague/client.

Where no website exists for a domain, it may still be used to originate electronic communication, including unsolicited commercial email (spam) and phishing messages. Researchers should therefore try to determine whether a mail server (MX record) exists for the domain and search for traces of email activity that might reflect the domain’s purpose. For example, a domain found in databases that track reported spam and phishing sources (e.g., Spamhaus, PhishTank) may be considered commercial. A domain found on a social networking site (e.g., LinkedIn, Facebook) may appear to be associated with a natural person, implying non-commercial use. Information returned by Internet search engines (e.g., Google) may also be helpful in determining whether a domain is being used by a legal person and/or for commercial purpose.

Finally, researchers should consider inaccuracy and reclassification inputs supplied by [2] and [3] when determining whether there was an attempt to misrepresent the domain’s owner or purpose. For example, a domain moved from class 8 (Privacy/Proxy service) to class 5 (registered business, person named) is not automatically considered a case of misrepresentation. However, a domain moved from class 8 (Privacy/Proxy) to class 3 (natural person) that leads to a commercial website or is found to have sent unsolicited commercial email is a clear case of misrepresentation. Because many cases will fall in between these two extremes, results may be ranked as to the likelihood of intentional misrepresentation in ownership, purpose, or both.

Analysis that should be performed, based on this raw data and subsequent investigation, includes the following:


· Percentage of domain Registrants that were natural persons vs. legal persons, categorized by TLD, region/county, and Privacy/Proxy use

· Percentage of domains registered to legal persons, misrepresented as natural persons, categorized by TLD, region/county, and Privacy/Proxy use

· Percentage of domains used for commercial vs. non-commercial purpose, categorized by TLD, region/county, and Privacy/Proxy use

· Percentage of domains used for commercial purpose, misrepresented as non-commercial, categorized by TLD, region/county, and Privacy/Proxy use

Note: These outputs deliver the results proposed by GAC [6][7][8][9] and Study Suggestion Number Study 18 [5]. However, they do not measure overall growth in use of Privacy/Proxy registration services proposed by [4] – that metric is more strongly related to the ICANN Privacy/Proxy Study [3]. Nor do these outputs focus exclusively on only those domains registered through Privacy/Proxy services, as proposed by [5].

	· Input is solicited on methods and criteria that could be used (in addition to subjective web content analysis) to detect when the Registrant is not really a natural person.


· Input is solicited on these proposed methods and criteria used to categorize commercial vs. non-commercial websites. Note that, unlike the initial proposal [5], for-profit and non-profit websites that offer commercial transactions are now both considered commercial, and basic banner ads are no longer considered commercial.


· Comments are solicited on this initial list of study outputs. Are there other questions that this study should try to answer, such as trends that might help Registrars spot WHOIS Registrant misrepresentation?
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