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This document is a list of known uses of Whois arranged by the type of user. The document does not attempt to make a judgment about what are legitimate or illegitimate uses of the WHOIS service.  Some uses are common amongst different types of user.   No attempt has been made to create an exhaustive list for each type of user.  The aim is to ensure that all uses are captured in the document as a whole.
Individuals / citizens / consumers
· to identify online merchants

· to discover whom they and their children are dealing with online
· resolving technical problems 
· to determine who is responsible for spam
· to find the physical location of an individual (which can be used for harassment or stalking)
· identity theft 

· to send spam and unsolicited email

· to make an offer to purchase a domain name

Law enforcement agencies 
To investigate online fraud, identity theft, "phishing" scams and other crime, particularly in the cross-border context:
· to identify where a perpetrator may be located

· to serve legal processes

· to get investigative leads

· to investigate patterns of behaviour across several registrations
Intellectual property owners 
Trademark and copyright owners and trademark monitoring firms (and business users in general) use Whois:

· to manage trademark portfolios, e.g. to protect their brands
· to identify possible perpetrators of online piracy and cyber-squatting
· to create separate databases to do reverse whois searches to determine if a cybersquatter has additional domain names which infringe on our rights
· to support UDRP and other infringement proceedings
· to prepare cases of online piracy and counterfeiting for submission to law enforcement for criminal prosecution

Business users 
Business users use Whois for the reasons outlined above under ‘intellectual property owners’, and also the following uses:
· to conduct due diligence for corporate acquisitions
· to manage domain name portfolios, e.g. identify all the domain names registered by a company or its employees

· to find out information about products and services that may be launched by competitors 

· to identify company assets in bankruptcies or insolvencies

· to verify the availability of a name they might wish to register
· to prevent denial of service attacks and identify other threats to information security and network stability
· to identify people (potentially employees) criticizing corporate policies, services and products online
· to validate the legitimacy of a website for transactions

· to identify perpetrators of consumer fraud and cyber-scam incidents
· to prepare cases of online fraud or spam, etc. for submission to law enforcement for criminal prosecution or civil enforcement

· to combat spam
· to develop commercial products or services that facilitate law enforcement by public authorities

· to develop commercial products or services that facilitate IP enforcement (for example reverse WHOIS services,  WHOIS history services, full WHOIS search services)
· to develop commercial products and services that provide domain name market information (for example the number of domains registered in each Country, market share by registrar etc)
· to develop commercial products and services that provide information to improve the effectiveness of Internet search engines (e.g augment website information with the location or identity of the registrant)

· to conduct data mining or direct marketing by gathering names and contact information
· to make an offer to purchase a domain name

Registrars

· to seek authorization for transfers

· to transfer the contact information to their own databases for the provision of Whois once a transfer is approved
· to identify the registrar of record
· for registries that do not employ authorization codes, the gaining registrar must access the Whois information from the losing registrar to send a confirmation message to the registrant confirming transfer. 
· for registries that do employ authorization codes, the gaining registrar must store (presumably in the gaining registrar's Whois database) the losing registrar's pre-transfer Whois information for any transferred-in domain. For thick registries it can obtain this information from either the registry's or the losing registrar's Whois database.
· to make an unsolicited offer to transfer and renew a domain name 
Internet Service Providers
· to research and verify domain registrants that could vicariously cause liability because of illegal, deceptive or infringing content. 

· to prevent or detect sources of security attacks of their networks and servers

· to identify sources of consumer fraud, spam and denial of service attacks and incidents

· to effectuate UDRP proceedings

· to support technical operations of ISPs or network administrators
· to identify when domain names are about to expire and act as an agent to renew the domain name on behalf of the registrant

· to identify when a domain name has been deleted, and remove redundant DNS information from ISP nameservers

· to check domain name availability

Research (not for profit)
Whois data – usually aggregated – is used for the following purposes: 

· Statistical or other research for academic purposes
Other uses of Whois data
· unsolicited and/or fraudulent renewal notices (complete with expiry date and other registry data) often aimed to mislead the consumer into believing they are dealing with their original supplier

· unsolicited marketing of services related to DNS by other companies – web hosting, website development, email services, spam filters, additional domain names.  
· stalking or other forms of individual harassment 
· used by some governments to identify posters of material that is illegal in that country (Illegal material in different countries can include Nazi-related content, pornography including child pornography, and various forms of political, religious and ethnic speech).
·  used by some organizations – e.g. corporations, governments, political parties, etc. – to identify and harass those with critical views or views contrary to the interests of that organization   

